The EU General Data Protection Regulation requires us to provide
you with comprehensive information for processing of your per-
sonal data. In compliance with this obligation, we inform you of the

following:
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2.1
cessed

Information on collection of personal data according to the GDPR for employee

Processor

Name and contact details of the controller

SmartHeat Deutschland GmbH, Am Augraben 10,
18273 Gustrow

Tel.:  +49 3843 22790

Fax: +49 3843683132

eMail: info@smartheat.de

Name and contact details of the representative in the EU
according to sect. 27 GDPR

(only if the controller or processor is not resident in the
Union)

not applicable

Contact details of the data protection officer

External data protection officer:

ECOVIS Grieger Mallison Rechtsanwélte PartG mbB
Rechtsanwalt Axel Keller / Rechtsanwaltin Susann Har-
der

Am Campus 1 — 11, 18182 Rostock-Bentwisch

Phone: 0381 -649210 eMail:  dsb-
nord@ecovis.com

web: WWWw.ecovis.com/datenschutzberater

Processing scope

Categories of personal data concerned that are pro-

In the scope of the employee administration we process
the following data or categories of data:

General:

Identification Data (name, date and place of birth)
Nationality

Address data

Contact data

Bank information

Financial identification data
Insurances

Pension

Professional activities
Details about travel
Complaints/Occurrences
Marital partnerships
Family/households
Residential address
Financing of qualification
Current place of employment
Data of image recording
Salary details

Vacation data

User data

Participant data (E-Learning)
Personal and biometric data of tax identification

Occupational accidents

Media and communication material use
Educational career

Occupational qualification

Work experience

End of employment contract

Career development
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Presence/Discipline
Additional training
Additional benefits
Benefits

Work organization
Function description

IT- / TelCo-benefit assessment
Occupational Assessment
Corporate security

Legal data

Political affiliation

trade union memberships
Religious confession
Social security number

Source of personal data

We generally collect your data in direct contact with the
data subject.

In the context of employee administration, however, data
from third parties is also transmitted to us. In these cas-
es, we collect data from public authorities to the extent
provided for by law.

Duration of storage of the data

The personal data collected by us will be stored accord-
ing to the provison of our erasure concept until the end
of the statutory archiving obligation; they will then be
erased, except of we are obligated to archive the data for
a longer period according to section 6 para. 1 s. 1 lit. ¢
GDPR due to archiving and documentation obligations
under tax and commercial law (from the Commercial
Code, Criminal Code or Tax Code) or if you have con-
sented to storage beyond this according to sect. 6 para.
1s.1lit. a GDPR.

Subject to such archiving obligations, data are deleted if
the purpose for which they were collected has ended.

Purposes of processing
The purposes of processing your data are

- accounting of wages and salaries including expense
accounts;

- recording of working, vacation and absence times, for
example to manage a working time account and ab-
sence planning;

- management of personnel files for the administration
of the employees of our company;

- recording and verification of the performance of train-
ing courses and other measures, in particular in the
areas of occupational safety and health, fire protec-
tion, data protection, money laundering, hygiene and
similar areas;

- check of access authorisation;

- organisation and administration of company cars, in-
cluding the documentation of driver's logbooks and
the administration of warning, fine and criminal cas-
es;

- presentation of our company and its employees for
marketing purposes in print and electronic media.

Legal basis for processing

We only process your data if there is a legal basis for it.
This is the case according to sect. 6 para. 1 GDPR when
at least one of the following provisions is met.

a. You have given consent to the processing
of personal data for one or more specific
purposes;



b. processing is necessary for the perfor-
mance of a contract to which you are a
party or in order to take steps at your re-
quest prior to entering into a contract;

c. processing is necessary for compliance
with a legal obligation to which we are
subject;

d. processing is necessary in order to protect
the vital interests of the data subject or of
another natural person;

e. processing is necessary to maintain our
legitimate interests except where such
interests are overridden by your interests
or fundamental rights and freedoms which
require protection of personal data.

As a rule, your data will therefore be processed on the
basis of sect. 6 para. 1 lit. b GDPR, insofar as this is
necessary to fulfil an existing contract with you.

We collect data not required for the fulfilment of the con-
tract on the basis of sect. 6 Para. 1 lit. f GDPR, whereby
we refer to the following paragraph with regard to the de-
tails of our legitimate interest in data processing.

In addition, we also base data processing on sect. 6 Pa-
ra. 1 lit. ¢ GDPR insofar as we are subject to statutory
obligations. This is the case, for example, with regard to
reporting obligations to collecting agencies, i.e. in partic-
ular health and pension insurances or a professional as-
sociation, but also with regard to reports to the tax au-
thorities. Even in the case of statutory audits, however,
we base the transfer of data to the external auditor on
the fulfilment of legal obligations that apply to us.

Finally, we may rely the data processing on your volun-
tary, informed and unambiguous consent for a specific
purpose. In this case we will inform you separately in
connection with the consent.

We expressly point out that it might happen that in some
cases the processing could be based on several legal
bases that are applicable side by side. In such a case,
we reserve the right to base the processing on another
legal basis, even in the event of revocation of consent.
We will inform you accordingly in the event of revocation
of your consent.

Legitimate interests within the meaning of sect. 6 para. 1

lit. f GDPR

Our legitimate interests — or those of a third
party — may be

a. the presence of a legal relationship be-
tween us;

b. the prevention of fraud;

c. measures to ensure and improve the
safety of IT systems;

d. measures to protect our company from il-
legal actions and

e. internal administrative purposes, in par-
ticular exchange of data within our group
of companies.

In particular, the processing of data by external tax con-
sultants is based on our legitimate interest in serving
ourselves to fulfil the tasks and obligations of a tax con-
sultant licensed for this purpose. In the case of transmis-
sion to external auditors, we also base data processing
on our legitimate interest in the performance of a volun-
tary audit by an external auditor, unless required by law.
In the case of statutory audits, however, we base the
transfer of data to the external auditor on the fulfilment of
statutory obligations as already stated above, sect. 6 pa-
ra. 1 lit. c. GDPR.

We support data processing and in particular disclosure,
but also on other legitimate interests, insofar as the

2.7

2.8
contract

2.9

2.10

above-mentioned purposes require it. This concerns for
example

- the assurance of uniform quality standards within
our company or our group of companies;

- the conclusion of insurance policies, in particular on
the payment in the event of an insured event (busi-
ness interruption insurance / business contents in-
surance, pecuniary damage liability insurance);

- lawyers and legal representatives working for us;

- other companies in our group, for example in the
areas of payroll and financial accounting, prepara-
tion of annual financial statements and controlling.

Legal or contractual obligation to provide the data
An obligation to provide data may result

a. from a contract you have concluded with us and
the performance of which data collection serves in
the cases of item 2.5 lit. b;

b. from the statutory provisions we are subject to or
— in accordance with sect. 6 para. 2 and 3 GDPR —
the law of the European Union or the law of the
member states of the European Union in the cases
of item 2.5 lit. c.;

c. from general support or contractual secondary ob-
ligations that are not specifically targeted at data
collection, such as the provisions on failure to ren-
der assistance in § 323c Criminal Code, in the
cases of items 2.5 lit. d. and e.

Included in these are, in particular, following data
or categories of data:

Identification data
Address data

Contact data

Bank information
Financial identification data
Residential address
Vacation data

Social security number
Education

Occupational qualification
Work experience
Additional training
Additional benefits
Wage/Salary

Requirement of the provision of data for conclusion of a

In particular, the data mentioned in section 2.7 above are
mandatory for the founding and processing of an em-
ployment contract or the establishment of another em-
ployment relationship.

Other obligation to provide the data

The other data or types of data are collected by us in or-
der to ensure proper operation. The obligation to provide
these data results from the employment contract with
you, possibly supplemented by corresponding service or
work instructions.

With regard to some data, for example on accidents at
work, there are also legal obligations to provide the data.

Possible consequences of not providing data

If there is an obligation to provide your data in accord-
ance with Section 2.7, this is a condition for the conclu-
sion or continuation of an employment contract, service
agreement or other employment relationship.

If the obligation to provide personal data arises from the
employment contract existing between us or from a legal
order, it can in principle also be enforced in court. Under
certain circumstances an offence is even punishable or
punishable by a fine. Incorrect information can also have
consequences under labour law.
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Presence of automated decision-making (including

We do not use any automated supervision or evaluate
systems.

Forwarding and other countries

Recipients or categories of recipients of the personal

The data collected by us will be forwarded to other recip-
ients and third parties as well under consideration of the
statutory provisions. These specifically are:

External recipients:

Tax advisor
Auditor
Financial Administration

Internal recipients:

Management
Department manager
Accounting (internal)

Quality Management Collecting agency, i. a. health in-
surance, pension insurance

Company doctor Employment Agency

Building surveillance

Lawyers and legal Representatives
Accounting/Bookkeeping (external)
Qualitly Management (external)

Insurance companies
External data processors (contract processors)

External data processors may be from the areas of ar-
chive, maintenance and care for EDP systems or the
company website or marketing. These usually are con-
tract processors within the meaning of sect. 4 no. 10
GDPR, so that processing of the data through them does
not constitute transmission within the meaning of sect. 4
no. 2 GDPR.

Some clients require us to name the employees as-
signed by us within the scope of a specific order. In
these cases also the following data will be transmitted:

Name

Contact data
Occupational qualification
Presence data

Intention of the controller to transmit personal data to a
third country or an international organisation

Such transmission is not intended.

Presence or absence of a commission decision on ap-

propriateness

3.4

4.1

Not applicable.
Reference to suitable or appropriate safeguards 4.2

Not applicable.

Your rights

You as the data subject have various rights under the
General Data Protection Regulation. These are

e the right to be informed about the data concerning
you that are stored by us (sect. 15 GDPR)

e the right to rectification of incorrect data (sect. 16
GDPR)

e the right to erasure of the data if there is no legal ba-
sis for continued storage (sect. 17 GDPR)

e the right to restriction of processing of the data to
specific purposes (sect. 18 GDPR)

e the right to data portability (sect. 20 GDPR) and

e the right to object to processing of your data (sect.
21 GDPR).

If processing of your data is based on consent (see item
2.5 lit. @), you have the right to withdraw your given con-
sent at any time. The legality of the processing taking
place based on given consent until the withdrawal is not
affected by the withdrawal.

Separate information about the right to object under
Article 21 GDPR

According to Article 21 (1) of the GDPR, you have the
right at any time, for reasons arising from your particular
situation, to object to the processing of personal data re-
lating to you pursuant to Article 6 (1) (f) of the GDPR
(processing to safeguard the le-gitimate interests of the
responsible entity or a third party).

If you object, we will no longer process your personal da-
ta, unless we can demon-strate compelling legitimate
grounds for processing that outweigh your interests,
rights and freedoms, or the processing is for the purpose
of asserting, exercising or defence of legal claims.

If the processing is to operate direct mail, you have the
right, under Article 21 (2) GDPR, to object at any time to
the processing of personal data relating thereto for the
purpose of such advertising; this also applies to the pro-
filing, as far as it is associated with such direct mail.

In addition to this, you have the right to complain to a
supervisory authority in accordance with sect. 77 GDPR
if you believe that processing of the data concerning you
violates provisions under data protection law. The super-
visory authority relevant for us is:

The State Data Protection and Freedom-of-
Information Officer

Mecklenburg-Vorpommern

Schloss Schwerin, Lennéstrale 1,
19053 Schwerin

Phone: +49 385 59494 0

Fax: +49 385 59494 58

eMail: info@datenschutz-mv.de
web: www.datenschutz-mv.de;
www.informationsfreiheit-mv.de
https://www.datenschutz-
mv.de/kontakt/kontaktformular/

Finally, you have the right to contact our data protection
officer at any time. He is obligated to confidentiality re-
garding your query where processing of your data is
concerned.

You can reach our data protection officer under the
contact details named in item 1.3.

With regard to the fulfilment of our accountability pursuant to article 5 (2) GDPR, we ask you to provide us with a signed copy of this information.

Gustrow, the ..................



